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How do | get started with Dameware centralized?

Dameware Remote Support and Mini Remote Control provide you with tools to troubleshoot and manage
systems and support end users. If you are a customer, you have purchased either a centralized version of
Dameware, or a stand-alone version of Dameware. If you are not yet a customer, and are interested in
evaluating Dameware, you can download Remote Support or Mini Remote Control, fully-functional for 14
days. After the evaluation period, you can convert your evaluation license to a production license by
obtaining and applying a license key.

Who should use this guide?

This guide is intended for SolarWinds customers who have purchased Dameware Remote Support
Centralized or Dameware Mini Remote Control Centralized. Centralized versions of Dameware include the
Dameware Central Server that manages Dameware licenses, Global Host Lists, and Dameware users. With
Dameware Remote Support Centralized you can also initiate Internet Sessions to support remote end
users outside your network.

The purpose of this guide is to familiarize you with the Dameware Remote Support and Dameware Mini
Remote Control features that are most commonly used by SolarWinds customers.

If you need implementation help, search the SolarWinds Customer Success Center, or contact our Support
Team. Read SolarWinds Customer Support Information to learn how to properly open a support case and
get your case the right level of visibility.

This guide assumes that you have Dameware Remote Support Centralized or Dameware Mini Remote
Control Centralized installed.

Which centralized version of Dameware did you purchase?

Dameware Remote Support and Dameware Mini Remote Control offer different capabilities. With the
centralized version of Mini Remote Control, you can:

« Centrally manage Dameware licenses and users.
« Create and manage Global Host Lists to share among technicians.
« Remotely control Windows®, Mac OS® X, and Linux® computers.

Support end users internal to your network, including sharing files, chatting with end users, and
taking screen shots (among many other functions).

The following diagram illustrates how Mini Remote Control works with the Dameware Central Server to
support end users.


http://www.solarwinds.com/remote-support-software
http://www.solarwinds.com/dameware-mini-remote-control
https://support.solarwinds.com/Success_Center
https://customerportal.solarwinds.com/support/submit-a-ticket/
https://customerportal.solarwinds.com/support/submit-a-ticket/
https://support.solarwinds.com/Success_Center/Working_With_Support
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Dameware Cpeniral Server
(Manage licenses, Global Host Lists, and
Damewafe users)

S

ini F{emjvte Control Mini F{emjvte Control Mimi Remite Control

Internal end user Internal end user Internal end user

With the centralized version of Remote Support, you can perform all Mini Remote Control actions, and
many others. For example, you can:

Initiate Internet Sessions to support end users outside of your network.

Create and manage Remote Host Lists to share among technicians.

Manage Active Directory objects such as Organizational Units (OU), Containers, Users, Groups,
Contacts, Computers, and Shares.

Use Dameware Exporter to quickly extract system configuration information from computers.

(i) Remote Support includes a copy of Mini Remote Control.
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The following diagram illustrates how Remote Support works with the Dameware Central Server to support
end users.

F Y
Remntefnd user Remote :Td user Remotelend user

Internet Session Internet Session Internet Session

Dameware Cgniral Server
(Manmagg licenses, Global Hpst Lists, Remote Host Lists,
Dameware users, and Internet Sessions)

R

Remote[Support Remote|Support Remote[Support

Internal end user  Internal end wser Internal end user

Get started with Mini Remote Control Centralized

Use the following checklist to navigate to Dameware Mini Remote Control topics.

This getting started guide assumes that Dameware Mini Remote Control Centralized has been installed.
SolarWinds recommends that you complete this getting started guide in order.

1. Add users to Dameware.

After you log in to the Dameware Administration Console, you can add Dameware users manually,
import users from Active Directory, or import users from a file.

2. Build your list of Global Hosts.

After you understand what kind of host lists there are in Dameware, you can create a list of
Global Hosts that all Dameware Technicians can use when troubleshooting user machines.

3. Connect to a computer using Mini Remote Control.
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Review the four different ways in which you can connect with a user's computer, and then
connect with a user internal to your network.

Support end users with Mini Remote Control.

Use Mini Remote Control to control an end user's machine, chat with the end user, share files, or
lock their mouse and keyboard.

Get started with Remote Support Centralized

Use the following checklist to navigate to Dameware Remote Support topics.

(i) Remote Support includes a copy of Mini Remote Control.

This getting started guide assumes that Remote Support Centralized has been installed. SolarWinds
recommends that you complete this getting started guide in order.

1.

Add users to Dameware.

After you log in to the Dameware Administration Console, you can add Dameware users manually,
import users from Active Directory, or import users from a file.

Build your list of Global Hosts.

After you understand what kind of host lists there are in Dameware, you can create a list of
Global Hosts that all Dameware Technicians can use when troubleshooting user machines.

Connect to a computer using Mini Remote Control.

Review the four different ways in which you can connect, and then connect with a user internal to
your network.

Support end users with Mini Remote Control.

Use Mini Remote Control to control an end user's machine, chat with the end user, share files, or
lock their mouse and keyboard.

Support internal end users with Remote Support.

After you connect to a computer with Remote Support, you can make changes to the end user's
machine, including editing the registry, starting, stopping, and installing services, and managing
the Windows Task Scheduler.

Manage your Windows and Active Directory environment.

Remote Support is also useful in helping you perform a number of Active Directory management

tasks and track configuration changes to host machines to analyze changes to your system over
time.
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Support remote end users.

An Internet Session is a connection between the Mini Remote Control module of Remote Support
Centralized and a computer outside of your network. You can establish two types of sessions with

remote users: attended sessions and unattended sessions.

After you establish contact with a remote end user, you can use the Mini Remote Control control
features to provide support. During or after a session, you can view the session details.
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Create Dameware users and Global Host Lists

This section includes the following topics:

e Login to the Dameware Administration Console

« Manually add a user to Dameware

« Import users from Active Directory into Dameware

« Import users from a CSV file into Dameware

« What kind of host lists are there in Dameware?

« Import hosts to the Global Host List in Dameware

Log in to the Dameware Administration Console

This topic applies to both Remote Support and Mini Remote Control.

The Dameware Administration Console is the application a Dameware Central Server Administrator uses to
manage Dameware licenses, users, and Global Host Lists. If you have purchased Dameware Remote
Support Centralized, the administrators uses the Dameware Administration Console to manage Internet
Sessions and settings, Internet Proxy settings, and Mobile Gateway users, sessions, and settings.

Tolog in to the Dameware Administration Console, collect the following:

« The Dameware Central Server IP address or host name
« The Dameware service port number (the default port number is 6133)

Before you begin, ensure that you have installed Dameware.

) « The default credentials for the administrator are user name admin and password admin.
You can assign administrator privileges to any user.

« The default administrator account does not affect your license count because it is not
licensed to use Remote Support, Mini Remote Control, or the Dameware Mobile Client.

1. From your Desktop or the Start menu, launch the Dameware Administration Console.

2. Enter the Central Server IP address or host name, and port number.
The default port number is 6133.

page 10
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3. Use the following table to select an authentication method.

AUTHENTICATION | DESCRIPTION

Dameware This is the most common authentication method where user accounts are

authentication independent of other credentials. The default administrator user name is
admin and the default password is admin. If a user account is not assigned
administrator privileges, the user cannot log in to the Administrator

Console.
Windows Use this authentication if the Administration Console and the Central Server
authentication are located in the same domain or are in different domains and have a

trust relationship between them. To enable Windows authentication,
synchronize a user account with the Active Directory server on the
Dameware Central Server. A user cannot log in to the Administrator
Console if the user account does not have administrator privileges.

4. Click Connect to Server.
The Dameware Central Server Administration Console window opens.

When | log in, | see the following error message. What should | do?

DameWare Administration Console

4% You have 1 enabled DameWare Remote Support user(s) but there is no
[Q] DameWare Remote Support license. All connections from DameWare
"~ Remote Support/Mini Remote Control clients under this license are
blocked until you disable all DameWare Remote Support users or buy a
DameWare Rermnote Support license,

OK

This message displays because you have purchased Dameware Mini Remote Control Centralized, and the
default user account is a Dameware Remote Support user instead of a Dameware Mini Remote Control
user. Until this is changed, Mini Remote Control users cannot connect to the Central Server.

To change the default Dameware Remote Support user to a Mini Remote Control user:

1. Click OK on the message.

2. Select the user check box, and click Edit on the Action bar.
The Edit Existing User dialog box opens.

page 11
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3. Select the Dameware Mini Remote Control Only license type, and click Save Changes.

;& |lsers

¥ Login Name o License Type Enablg
gdmin Mot required - Administration Only v

R —— =

Edit Bxisting User

E Change login name, pemissions and license details.

Login Mame: user

Login Name has to beat max. 20 ch =rs lon
Full Name: Lser
Password:

Fassw =5 1o be atlesst Ech ters lon
Confirm Password:
Damelnare Central .
Server Permissions: .E.dmlmstratnr

Pemmissions to manage sl sessions and

[| =)
o
L B

[SErs Cl=ills Willl e Qraintes

Mare info

: i Damelware Remote Support and Mini
License type: Remate Control

Muwm ber of available license seats: 0

——p- & Dame\n/are Mini Remote Control Only !

Mum ber of available lice

Manually add a user to Dameware

This topic applies to both Remote Support and Mini Remote Control.

Technicians who use either Dameware Remote Support or Dameware Mini Remote Control to support end
users must be created as users in the Dameware Administration Console. Manually add users if you have
a small number of Dameware users. If you have a large number of Dameware users, then you can import
them from Active Directory, or import them from a file.

1. Log in to the Administration Console as an administrator.
2. Under Central Server, click Users.
3. On the Actions toolbar, click Add.
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4. Complete the fields in the Add New User dialog box, and click Add New User.
The user is displayed in the list of users.

i DameWare Server Administration
Actions
S+ X A v O E**&W
» By ﬁ [
Edit Add Delete Change Enable Disable ADUser AD Task Change
Password Import  Manager Imp-Drt Expu::-rt License
Central Server 'J Add New User n_
By
;El Users Enter the login name, password, pemissions and license
details.
f‘@ Remote Hosts &
ﬁ:’ Sessions
Login Name:
[
L_d' Global Hosts Login Mame has to be at max. 20 characters long.
52 Seftings
Full M E
ﬂ_.-D Summary L e —
- @ Internet Praxy Password:
@ Sessi{:r:s Passwond has to be 3t least B charactars DN
@} Settings Confirm Password: |
Dame\ware Central
@ Summary Server Permissions:
« @ Gateway e
: i Dame\rfare Remate Support and Mini
.E,.& Users SEEIEE LI * Remote Control
Number of availzble license seats: 1023
.E;{) Sessions
) Dame\tfare Mini Remote Contral Only
S Settings

Import users from Active Directory into Dameware

This topic applies to both Remote Support and Mini Remote Control.

Technicians who use either Dameware Remote Support or Dameware Mini Remote Control to support end
users must be set up as users in the Dameware Administration Console. If you need to add a lot of
Dameware users, importing users from Active Directory can save you time. You can also import users from

a file. If you have a small number of Dameware users, you can manually add them.

n/ SolarWinds recommends importing users from Active Directory because a CSV file must conform to
a specific format for the import to be successful.
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Log in to the Administration Console as an administrator.
Click Central Server > Users.
On the Action toolbar, click AD User Import.

AN~

On the Active Directory Import wizard panel, select the import type:
. Dameware credentials: select One-time import, and click Next.

(i) Dameware users imported using this method cannot use Windows authentication.

« Windows credentials: Select Synchronized Import, and click Next.

(i) This method sets up automatic synchronization with Active Directory for users in the
selected groups.

Active Directory Import Wizard

E Active Directory Import and Synchronization

Import Method Import method

Select import type
Connection Details

#® Synchronized Import

Select Groups Setup connection for automatic synchronization with Active Directony. Impored us
Windows authentication to log in
License and Additicnal Onestime | -
. ne-tme 1my
Settings po
Import users from Active Directory a5 standard DameWare users with default pass

users will use DameYyare authentication only and must change their passwords af

5. On the Connection Details panel, select Local Domain or Custom Domain Controller.
6. Complete the remaining fields on the Connection Details panel, and click Next.
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7. Select the groups to import, and click Next.
Active Directory Import Wizard

g Active Directory Import and Synchroenization

Impart Method Select Group(s) to import users from:

Active directory groups:
Connection Details

Select Groups v Name . _—
License and Additional Aus Info Dev
Settings AUS Office Marketing el
AlUS-Facilities ]
Filter:
< Back Mext =

8. For each group, in the License Type field, select Remote Support or Mini Remote Control.
9. To automatically import users from Active Directory, create a schedule in the Scheduling details
area.

page 15
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10. Click Add.
Active Directory Import Wizard
E Active Directory Import and Synchronization
Import Method A=sign licenses
For each selected active directory group vou must choose the licenss
Connection Details will be used when importing users from that group.
Select Groups
Path License
Licenze and
Remote S rt
Additional Settings SMeRE SHppe
Remote Support
Avzilable DameWare Ramote Su
Available DameWare Mini Remaote C
Scheduling details
Connection name:
Every Su Mo Tu = Th
at uTC
Minimuwm is 1 howr and maximum is 24 howrs
Mot scheduled
< Back Add

1.

On the DameWare Administration Console dialog box, click Yes.
After the synchronization process, the list of users is populated in the Administration Console.

(i) If the users do not immediately display, click Refresh on the toolbar or close and re-open the
Administration Console.

DameWare Administration Console

o A new connection to Active Directory has been created. Would you like

to synchronize now?

[ x|

Import users from a CSV file into Dameware

This topic applies to both Remote Support and Mini Remote Control.
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Technicians who use either Dameware Remote Support or Dameware Mini Remote Control to support end
users must be set up as users in the Dameware Administration Console. If you need to add a lot of
Dameware users, importing users from a CSV file can save you time. You can also import users from Active
Directory. If you have a small number of Dameware users, you can manually add them.

g SolarWinds recommends importing users from Active Directory because a CSV file must conform to
a specific format for the import to be successful.

Importing users from a CSV file includes three tasks that must be completed sequentially.

‘HHHHHIIIIIIIIIIIIIHiHHHIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

1. Download the CSV

template

2. Prepare the CSV
template

3. Import users into
Dameware
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SolarWinds provides a CSV template that you can use to import users into
Dameware.

1. Log in to the Administration Console as an administrator.
. Depending on the type of users you are importing, click Central Server >

Users or Mobile Gateway > Users.

. On the Action toolbar, click CSV Import.
4. Click Download template file, and save the CSV to your local machine.

As you populate the CSV template with users, consider the following guidelines:

Do not change the name of the header. It must be the same name as the
template.

Do not change the column names.

The login name and the Full Name fields must be between 5 and 126
characters.

The password must be 8 or more characters.
The description must be 256 characters or fewer.

1. Log in to the Administration Console as an administrator.
. Depending on the type of users you are importing, click Central Server >

Users or Mobile Gateway > Users.

. On the Action toolbar, click CSV Import.
4. Click Browse, and select the CSV file.
. In the Password field, enter a default password for all imported users,

and click Import.
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What kind of host lists are there in Dameware?

This topic applies to both Remote Support and Mini Remote Control.

A Global Host List enables Dameware technicians to access a common list of hosts internal to their
network. A Central Server administrator populates a Global Host List in the Central Server, and this list is
displayed when a technician logs in to Remote Support or Mini Remote Control in centralized mode. Global
Host Lists can only be edited in the Administration Console.

The following graphic illustrates a Global Host List as it is displayed in Remote Support.

File AD Domain Machine

% & X = O |
- W W - B

i

Browser

== Active Directory

—1:‘3 Microsoft Windows Metwork
_[ﬁ

g Working...

+--ﬁ Members

Groups
58 Group

+-@ Computers

SR Global Host List
4.

+1§&' Personal Host List

A Remote Host List enables Dameware technicians to access a common list of hosts external to the
network.

(i) Remote Host Lists are only available via Mini Remote Control if you have installed Dameware
Remote Support Centralized.

Connecting with a remote host through an Internet Session requires that you have:
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« Configured a NAT rule that translates a public IP address to your internal network
« Opened ports 80, 443 (use port 444 if port 443 is not available), 6129, 6130, 6132, and 6133

« Configured a port forwarding rule for the port number >> IP address and vice versa (inbound -
outbound traffic)

Dameware supports two types of remote host Internet Sessions:

. Attended sessions: A Dameware technician initiates an attended remote session from within
Dameware Mini Remote Control on an as-needed basis. The session disconnects when either the
technician or the customer ends the session. Use attended sessions when you rarely or will never
support the user in the future.

. Unattended sessions: Unattended sessions can be initiated from the list of remote hosts that
display in Mini Remote Control. The remote host list is created by a Dameware Central Server
Administrator, or a user with administrator privileges, in the Administration Console. The
connection with a remote host can be established multiple times. Use unattended sessions when
you support an employee that works from home, and outside your company's network.

The following graphic illustrates a Remote Host List as it displays in Mini Remote Control.

C Remo

File Edit Wiew

N e % H % %O F

Connect Chat Close Save SaveAs Delete  Find Settings
Host Name / |P &ddress | Mame [Sias]
Huost: | PARIERS | +-f&] Active Directory Computers

+ f.-'g Microzoft Windows Metwark,
+-ghg SAM Camputers

FTRETr e |

Authentication + -7 PNRF Peers
+-£7 MRC Peers
Tupe: |Windl:lws NT Chalenge/Responze | S Saved Hast List

=57 Global Host List
—@i Personal Host List
E Hoim g ‘||:| =t ank i
- L_'El Femote Host List

..... % SUP Wi, i2

I1ze Curent Logon Credentialz

Shared Secret; | |

Remember Security Credential:

Import hosts to the Global Host List in Dameware

This topic applies to both Remote Support and Mini Remote Control.

This topic describes how to import Global Hosts from Active Directory and from a file into the Global Host
List. If you work for a large organization with hundreds or thousands of hosts, importing host lists eases
the burden of manually populating Dameware with each host.
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Import hosts from Active Directory

If you use Active Directory to manage users and computers on your network, you can import IP addresses
from Active Directory. Importing from Active Directory is the most thorough, and quickest approach to
populating Dameware with global hosts.

1. Log in to the Administration Console as an administrator.
2. Under Central Server, click Global Hosts.
3. On the Action toolbar, click Import From AD.
4. Click Browse to open the Active Directory Import Wizard, and select a group.
| DameWare Server Administration Consols
Actions
@ % B L B S 52
= = E_% do @ » y .
Edit Add Add Delete Cut Copy Paste Import Import Export | Refresh License Help
Host Host Folder From File From AD
4 |ﬁ|| Central Server E‘.Glnbal Hosts
= £ Global Host List
;& |sers
Ly Remote Hosts Import Hosts
ﬁ') Sessions
1 Select Active Directory group to import hosts.
L Global Hosts
&}' Settings
ﬂ_;|__\] Sumimary Group to import: Browse ...
“ @ Internet Proocy Destination: Global Host List v
D Sessions For more help see: SolarWinds Knowledge Base
@ &ﬂlngs ............. | mmrt ............ Canml
. 0 .

5. To import hosts from a local work group:
a. Select Local Domain, and click Next.
b. Select the groups you want to import, and click Select.
6. To import a group from a domain controller:
a. Select Custom domain controller.
b. Enter user credentials that have read only or administrative access to Active Directory.
c. Enter the IP address or FQDN of the domain controller, and click Next.
d. Select the groups you want to import, and click Select.
7. Click Import.
8. When prompted with the number of hosts to import, click Yes.



solarwinds

Import hosts from a file

If you do not use Active Directory to manage users and computers on your network, you can import hosts
from CSV, XML, and DWHL files. Importing from a file can save time when entering hundreds or even
thousands of IP addresses into Dameware.

If you import from a CSV file, you must use the following format:

Hostname, IP-address, Alias
Hostname, IP-address, Alias

Each row of the CSV file contains a host, and each host field is separated by a comma.

Log in to the Administration Console as an Administrator.
Click Global Hosts under Central Server.

On the Action toolbar, click Import from File.

Click Browse, and select the host list file.

vk N -

Click Import.
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Use Mini Remote Control to support internal
users

This section includes the following topics:

« Dameware Mini Remote Control connection and authentication methods

« Connect to an internal computer using Dameware Mini Remote Control

« Support users with Dameware Mini Remote Control

Dameware Mini Remote Control connection and
authentication methods

This topic applies to both Remote Support and Mini Remote Control.

The Mini Remote Control application connects to the client agent service using a direct TCP connection
from the application to the client agents. Although this method may not be as convenient as establishing a
VPN or SSL connection to a LAN, for many users it provides a way of supporting customers or
administrating remote computers not on a LAN.

Dameware Mini Remote Control supports the following connection methods:

CONNECTION
DESCRIPTION AUTHENTICATION METHODS

METHOD

Use MRC Viewer Connects to the MRC agent Proprietary Challenge / Response: This
installed on the remote Windows  authentication method works by having a
machine. If an agent is not custom proprietary User Name and
installed on the remote machine,  Password defined in the settings of the Mini
itis installed during the Remote Control client agent service on the
connection. remote system. The User Name and

Password are stored in encrypted format in
the Registry of the remote system.

Windows NT Challenge / Response: This
authentication method uses the integrated
security of the Windows operating system to
connect to a remote system.

page 22
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DESCRIPTION

e
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AUTHENTICATION METHODS

Use Remote Desktop
(RDP)

Use VNC Viewer
(Linux or Mac)

page 23

Connects to the remote system
using the Microsoft Remote
Desktop Program. When you select
this option, Mini Remote Control
opens the RDP viewer within the
Mini Remote Control application to
connect to the remote system.

Connects to a remote VNC server
using the Remote Frame Buffer
(RFB) protocol. Use this option to
connect to Linux or Mac hosts.

Encrypted Windows Logon: The Encrypted
Windows Logon is similar to the Windows
NT Challenge / Response authentication
method except that it sends the User Name
and Password to the remote system in an
encrypted format. This authentication
method is designed primarily for situations
where NT Challenge / Response
authentication is not possible or fails.
Examples of these situations include when
Domain Controllers have been configured to
disallow anonymous connections, NT
Challenge / Response has been disabled, or
when using any of the Home versions of
Windows Operating Systems.

Smart Card Logon: The Smart Card Logon
provides two-factor authentication that
allows the Mini Remote Control user to
authenticate to a remote system using a
Smart Card and PIN at the local system
without requiring a Smart Card reader at
the remote system. This option works in
conjunction with the Smart Card network
implementation.

N/A

N/A
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CONNECTION
METHOD

DESCRIPTION AUTHENTICATION METHODS

For additional information about
the operating systems Mini
Remote Control supports for VNC
connections, see Configure a Mac
or Linux computer as a
Dameware Remote Host.

Connect to an internal computer using Dameware Mini
Remote Control

This topic applies to both Remote Support and Mini Remote Control.

This topic describes how to use Mini Remote Control to connect to a user internal to your network. The
computer you are connecting to must have the Dameware client service agent installed on it. The agent
controls the communication between the technician's computer and the end user's computer. If the
computer does not have the agent installed, you are prompted to install it when you try to connect. To
install the agent, you must be an administrator of Active Directory. If you are not an Active Directory
administrator, see Install Dameware Mini Remote Control client agent service for alternate ways of
deploying the Dameware client service agent.

Before you connect to a computer internal to your network:

« Ensure that you have the host name or IP address of the computer to which you want to connect.

« Ensure that you know the connection and authentication method to use to connect with the
computer.

To connect to an internal computer using Dameware Mini Remote Control:
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1. Launch the Mini Remote Control application.
2. Click Connect to server.

(i) Dameware Remote Support Centralized includes a copy of Mini Remote Control.

) Connect to DameWare Central Server

DameWare Central Server
Connection

Login details | Advanced settings I Funning mode I

Choose "Windows authentication” unless your administrator has
provided you with DameWare credentials:

() Windows authentication
(@) DameWare authentication 6

Usemame: |user

Password: | eees

Remember the last connection settings

[] Do not show again

=xWhy do | need to connect to DameWare Central Server

Close application

3. In the Host field, enter a host name or IP address of the remote system.

'fii' If you are working with Global Host Lists, you can select a host.

4. Select an Authentication method, and a connection method.
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5. Enter the credentials, and on the toolbar, click Connect.

=

N

: Connect

Remote Connect

! File Edit View

o S

Chat Close

Mew

- =

Save A5 Delete  Find

Settings

By B P ‘ Y

De

Host Hame / 1P Address

Hozt: |

Aliaz:

Uze

g

Q

Twpe: | Encypted ‘Windows Logan

Authentication

Current Logaon Credentialz

zer ID:
Paszward:
Drarmair:

Shared Secret:

| Remember Secunty Credentials

Jze MBC's Mirrar Driver if available

® Llze MAC Wiewer
|1z Remaote Dezkiop [ROP]
Jze WHC Wiewer [Linus ar MALC)
Ilze Intel AT K

Mame

[ Active Directory Computers
‘:ﬁ Microzoft Windows Metworl:
ﬁg S&b Computers

-7 PMRAP Peers

-7 MRAC Peers

-7 Saved Host List

-5 Global Host List

@'.' Personal Host List

E’-_'g Remate Host List
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When Mini Remote Control successfully connects with the remote system, a Connected to message is

displayed

Connected to: SUP-SRS S8

If you are unable to connect to a computer, see Troubleshooting Error 5: Access Denied.

Support users with Dameware Mini Remote Control

This topic applies to both Remote Support and Mini Remote Control.

After you connect to an end user's computer, you can use Mini Remote Control to control all aspects of the

user's system as if you were physically accessing the computer. In addition to the remote control feature,
Mini Remote Control enables you to:

o Chat with

the end user.

« Share files, including hot fixes and executables, with the end user.


https://support.solarwinds.com/Success_Center/DameWare_Remote_Support_Mini_Remote_Control/Troubleshooting_Error_5:_Access_Denied
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« Lock the remote system so that only the technician has access to the machine.
« Take screen shots of the end user's system.
« Toggle between monitors, if the end user has multiple monitors.

While there are many support tasks you can perform with Mini Remote Control, this topic provides steps
on how to use features most commonly used by current SolarWinds customers.

Before you begin, perform one of the following:

« Connect to an internal computer using Dameware Mini Remote Control (applies to Mini Remote
Control Centralized).

« Invite a remote host to an attended session in Dameware (applies to Remote Support Centralized ).

« Invite a remote host to an unattended session in Dameware (applies to Remote Support

Centralized).

IF YOU WANT TO... COMPLETE THESE STEPS...

Chat with a remote user 1
(supported for external and
internal users)

. On the Mini Remote Control toolbar, click the Chat icon.

2. Enter a message, and click Send.
ﬁ DarneWare Mini Chat — 0 e

;
g
]
i

l! LEEETE

Send
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IF YOU WANT TO... COMPLETE THESE STEPS...

Exchange files between your local 1. On the Mini Remote Control toolbar, click the Download
hard drive and the remote user icon.
(supported for internal users

only)

(i) There is a known issue with
simple file transfers on
Windows 10 computers.
See Unable to complete a
simple file transfer (SFT)
with Dameware Mini
Remote Control on a
Windows 10 computer for
a workaround.

2. Onyour local machine, right-click the file to send, and select
Dameware MRCC > Copy to remote host.
Open

Open in new window

Pin to Quick access
Hﬂ Scan with Windows Defenc

Share with p

Restore previous versions

B DameWare MRCC > B Copyto remote host: | (L S
Include in library >

3. On the Mini Remote Control toolbar, click the Upload icon.
Mini Remote Control automatically copies the file to the
Uploads folder on the remote machine.

Lock keyboard and mouse On the Mini Remote Control toolbar, click Lock Remote Keyboard
(supported for internal users and Mouse.
only)

File Send Monitor Wiew 5SFT  Help

CE5-89Ed 6= S

Beyond getting started

‘o' If you have installed Dameware Mini Remote Control, you do not need to complete the remaining
topics in this guide. All remaining topics in this guide relate to Dameware Remote Support.
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After you have completed this Getting Started Guide, access the following resources, as needed:

« Dameware documentation

« Dameware knowledge base

« Dameware training videos

« Dameware case studies

« Dameware white papers

« Dameware product videos
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Use Remote Support to support internal users
and systems

Connect to a computer using Dameware Remote Support

Modify end user machines using Dameware Remote Support

Manage Active Directory using Dameware Remote Support

« Troubleshoot issues by tracking configuration changes to host machines

Connect to a computer using Dameware Remote Support

This topic applies to Remote Support.

Before you connect to a computer internal to your network, ensure that you know the location of the
computer within your network.

1. Launch the Dameware Remote Support application.
2. Click Connect to Server.

) Connect to DameWare Central Server H

DameWare Central Server
Connection

Login details | Advanced settings I Running mode I

Choose Windows authentication” unless your administrator has
provided you with DameWare credentials:

() Windows authentication
(®) DameWare authentication ﬂ

Usemame: | user

Fassword: (eees

Remember the last connection settings

[ | Do not show again
=xWWhy do | need to connect to DameWare Central Server

Close application
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3. Browse the subnets until you locate the computer you want to support.

i Browser

=4 Active Directory

[—jﬂa Microsoft Windows MNetwork
-3
- Members

Groups
52 Group

=@ Workstations (1)

—> 0@

g Computers (4033)

4. Click the plus sign (+) next to the computer you want to support.
You are now ready to Modify end user machines using Dameware Remote Support.

Elg Workstations (1)

E;; Disk Drives
-{{Z Event Log

- %8 Groups

- [ntel AMT
{5 Open Files
-85, Printers

- @ Processes
BB Properties
- RAS

i@ Registry

B Remote Command
Eg--ﬁ Remote Contrel
-9 Replication

Modify end user machines using Dameware Remote Support

This topic applies to Remote Support.

Dameware Remote Support is ideal for performing Windows administration tasks on computers internal to
your network. For example, with Dameware Remote Support you can restart services and processes, edit
registries, view and clear events logs, and more. The benefit of using Remote Support to modify end user
machines is that you can perform all functions with the Remote Support console, instead of initiating

RDP sessions with the end user.

While there are many Windows administration tasks you can perform with Remote Support, this topic
provides guidelines on a few of the most commonly used features.

Before you begin:
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o Connect to a computer using Dameware Remote Support.

« Collect the credentials of the machine you are accessing. You are required to log in to the machine
you are modifying.

IF YOU WANT TO... COMPLETE THESE STEPS...

Edit the registry 1. Browse the machine, and expand Registry.
In this example, the machine name is listed under Favorite

Machines, and begins with PM.
recommends that 2. Double-click 32 bit Registry, or 64 bit Regist
youl back up the . Double-clic it Registry, or it Registry.

registry before :t &' &- $ % H

making changes.

1 SolarWinds

- Browser
[=-T@ Favorite Machines
=[] PM-dsne ambett, 42
3 Disk Drives
3 Event Log

&= Intel AMT
£ Open Files
&5 Printers

BB Processes
@B Properties
B s
= @ Registry

g8 32 bit Regist
_ gistry

@8 64 bit Registry

3. Make changes to the registry, and save them.

Status: [Eump:ete

-] HKEY_CLASSES_ROOT
-7 HKEY_CURRENT_USER
- ] HKEY_LOCAL_MACHINE
[ HKEY_USERS

&[] HKEY_CURRENT_CONFIG

View, remove, start, stop, or 1. Browse the machine, and expand Services.
install services
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IF YOU WANT TO... COMPLETE THESE STEPS...

2. In the Services tab, right-click a service, and make a selection.

View the shares associated
with a machine

View software versions and
updates
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& Disk Drives ~
{:E Event Log

B i @ Imtel AMT

=% Open Files
£ Printers

= @ Registry

' B4 32 bit Registry
B 64 bit Registry

(B Rerote Command

@ &y Remote Control

----- % Replication

[= % Schedule

~[B) Job Schedule
B8 Task Schedule

B search

¥ Send Message
EI ." Sem:ﬁé'—
-ﬁ Install SEMCE
----- & Remove Service

[ Servkes QUMD % | |

Total Services: 193 |
Stabus: |Emlplete.
/% Services [ Device Drivers |
L Service
@ ActiveX Installer (AxinstSV)
Start %ewice
@Appﬁc Stop dinice.
ﬁ'APP“C Pause Senvice..
# APPI.: |.. l..'r'|1 Inwue ':rL"r'. W&
@Apphc Restart Senic
#Appx D! WESTAMT 2ERICE
& Auto Til @8 Install Service...
Backgro Install DRS 5Service...
& Backg

& Backgro
" Base Filt

Install DWMRC Service...

¢ FRemove Service...

Show Service Name

Bl View Service Dependenc
@'Cﬁ!nt Li E.

Service Properties...
& CNG K

&' COM=+ Event System

Browse the machine, and double-click Shares.

Ew ) o x
----- %; Disk Drives A
J;E Event Log

|_| &= |ntel AMT

=5 Open Files
£ Printers

ﬂ Shares €
0 Shutdown

=-J LOML s
) g ADMINS
g 8

Browse the machine, and double-click Software.
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IF YOU WANT TO... COMPLETE THESE STEPS...

- B}, Disk Drives

58 Event Log

h Groups

= el AMT
=% Open Files
£ Printers

- Processes

@B Properties
=@ Registry
B4 32 bit Registry
BN 64 bit Registry
(+ B Rermote Command
57 ‘ Remote Control
% Replication
") Shares
Shutdown
By Software €=

Software Count: |16

Status: | Complete.

£ Application

Fg DameWare Central Server [32bit Installation]
h DameWare Central Server [32bit Installation]
ﬁ DameWare Remote Support [32bit Installation]
5 Microsoft SQL Server Compact 4.0 5P1 x64 ENU ...
2 Microsoft Visual C++ 2008 Redistributable - x64...
h Microsoft Visual C++ 2008 Redistributable - x86...
®a Microsoft Visual C++ 2008 Redistributable - x86..,
B Microsoft Visual C++ 2010 x86 Redistributable ...
@3 Microsoft Visual C++ 2012 Redistributable (x86)...
ﬁ. Microsoft Visual C++ 2012 x86 Addmtional Runti...
ﬁ Microsoft Visual T++ 2012 x86 Minimum Runti...
g Update (KB3192137)

#3 Update (KB3211320)

Manage Active Directory using Dameware Remote Support

This topic applies to Remote Support.

Use Dameware Remote Support to add, delete, and update Active Directory Objects including
Organizational Units (OUs), Containers, Users, and Groups. With Dameware Remote Support, you can
manage multiple Active Directory domains from one console. The benefit of using Remote Support to
manage your Active Directory environment is that you do not need to log in to your Active Directory server
to perform all of the functions available in the Remote Support console. If your computer is a member of
the domain on which Active Directory is installed, by default, Dameware Remote Support automatically
shows all Active Directory objects.

While there are many Active Directory monitoring tasks you can perform with Remote Support, this topic
provides guidelines on a few of the most commonly used features.

IF YOU WANT

To...

Create a new
Organization
Unit, User, or
Group
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COMPLETE THESE STEPS...

1. Expand Active Directory.

Computers.

. Click Users.

. Navigate through the domain, and then click Active Directory Users &
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IF YOU WANT

- COMPLETE THESE STEPS...

4. Right-click a user object, and select New > Organization Unit, Group, or User.

File AD Domain Machine Tools SystemTools ADObject View Window Help ‘4
: =, /m] “3 ,
LELL S RLUB,TOZ G200
Browser P x _ulessObiecnfendamcdeiio, X,
= @ Active Directory ~ Totst| 30 | Fiker[ 30 | <
| =0 swdevlocal -
i -5 Active Directory Computers List: | Tree | Picture |
® & Active Directory Quick OUs Type Description
= Active Directory Users & Coi - DN chients who are pe
47 Builtin . Designated administral
;ﬁ[umﬁlﬁﬂi 1 Members to G All workstations and se
® G DEV Add Exchange Public Fo All domain controllers
iri Durr!ain Limbrotens Exchange Tasks b All domain guests
#-17] ForeignSecurityPrincipal All domain users
# @l Sharepoint Move.. Designated administra
::_ Users Members of this group
gb[**nmﬂi gy T Members in this group
) Event Log Eind... Built-in account for gu
- Intel AMT Group for the Help anc
Ewﬁlﬂ et Passwor [ FT T T | L P..-_._
g ;m’f‘"*ﬁ s New 4| Computer
: £s5es
B Properties Account l_'i Contact
% @ Registry Delete B Group
= [ Remote Command Rename Iﬁ Organizational Linit
i« W Remote Control Refresh Printer
%59 Schedule | Qg User
Search Properties
f* “: — Shared Folder
Delete a user 1. Navigate to the Users folder.

account
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IF YOU WANT

TO...

Reset a
password, and
disable, and
enable
accounts

View the
properties of
an object
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COMPLETE THESE STEPS...

2. Right-click an account, and select Delete.

Browser 2 x
=@ Active Directory ~ Totat| 30 | Fiter| 30 |
=-If§ swdev.local e
[g = Active Directory Computers i) A | Bichars
% [ Active Directory Quick OUs £ Name Type
=l Active Directory Users & Col 8 Administratorsonly User
% [ Builtin ‘ Allowed RODC Passwor... Security Groug
w9 Computers £ AsPNET User
E— & DEV n Cert Publishers Security Group
E Domain Controllers a Cloneable Domain Cont... Secunty Group
=[] ForeignSecurityPrincipal. | | @ Denied RODC Password... Security Group
%l Sharepoint & DHCP Administrators  Security Group]
£ Users ' DHCP Users Secunty Group
E %‘ Disk Drives @ DnsAdmins Security Grouf
-t Event Log
#-&= Intel AMT
~ 5 Open Files
& Printers -
2B Processes -
@B Properties = ﬂi::jjx Delete

Right-click a user, and select Account.

N 15> WOTKEr Process Group
Ew .
Built-in account for ano
Account 3 Dizable Accourn
XK Delete Ellﬂrﬁ\‘l_':':
1 Rename Infock At

Right-click the object, and select Properties.
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IF YOU WANT
COMPLETE THESE STEPS...

TO...

General | Members | Member Of | Managed By |

E-mail: | |
Group scope Group Type

() Domain local . Security

i®) Global () Distribution

() Uniiversal

Create, move,  Right-click an object, and click Exchange Tasks.

or delete S —
mailboxes pen Designated administrators of the
@ Add Members to Group All workstations and servers joing|
Add Exchange Public Folders... All demain controllers in the dem
AEE 3 E ki
I Exchange Tasks bl =9 Create Mailbox.
Move... Move M ”"ﬂh
| -# e I r
—opy T =rmail addresse
& Find elete £ Il 2ddresse
Resat Pas I

Troubleshoot issues by tracking configuration changes to
host machines

This topic applies to Remote Support.

You can use the Dameware Exporter module of the Remote Support application to export configurations of
host systems. The exported file lists all software versions and upgrades deployed on selected machines. If
you periodically export configurations, then you can use the results for correlation purposes, and track
changes to host machines over time.
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For example, if a user complains of performance issues with their machine, you can use the exported data
to quickly identify if new versions of software or configuration changes are causing the issue.

1. Launch the Dameware Remote Support application.
2. Click File > Export, and use your Remote Support credentials to log in to the Dameware Exporter.

3. In the Task List, select the properties you want to export.
 Task List 7 x
@ Active Directory Properties

Y i Properc
..... wWilld Computers
..... WiEL; Disks

..... V[EE Display

----- V58 Groups

..... W] Printers

..... W] Services

..... Wks) Shares

..... WG Software

..... [w]si® System

..... WIE§ Users

..... W Version

- €Y WMI Properties

4. Click Start Exporting.
The Information panel at the bottom of the window provides a status of the export job.

art Exporting

Open Export Cutput Folder(s)
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Use Remote Support to support remote users

About Internet Sessions in Dameware

« Invite a remote host to an attended session in Dameware

« Invite a remote host to an unattended session in Dameware

« View Internet Session details in Dameware

About Internet Sessions in Dameware

This topic applies to Remote Support.

An Internet Session is a connection between Mini Remote Control installed on a technician's computer
and a computer located outside of the network. Creating an Internet Session relies on the Internet Proxy
component of the Dameware Central Server. Supporting users external to your network is only supported
by Dameware Remote Support Centralized. The Internet Proxy is configured when Dameware Remote
Support was installed.

When a technician invites a remote user to either an attended or unattended session, Mini Remote Control
sends a link to the remote user. When the remote user clicks the link, Mini Remote Control installs an
agent that gives the technician control of the remote computer, as if the technician has physical access to
it.

You can see the number of sessions open to remote computers, view session details, and terminate
sessions.

If you cannot connect to a remote computer outside of the network, right-click the agent icon in your
notification area, select Settings, and check the following:

« Absolute Timeout (General Tab): Controls how long the Mini Remote Control agent allows
connections.

« Shared Secret (Click Session in the General Tab): If enabled, the user cannot join the Internet
Session.

« Show Tray Icon (Additional Settings): If disabled, the user cannot join Internet Sessions manually.

« Only allow connection when at Logon Desktop (Additional Settings): If enabled, the user cannot join
Internet Sessions.

Invite a remote host to an attended session in Dameware

This topic applies to Remote Support.
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Dameware provides the ability to connect and troubleshoot users' computers that are internal or external
to your network. Connections outside your firewall require that you configure the Dameware Internet Proxy
to connect with users over an attended or unattended Internet Session.

Connect to a remote host through an attended Internet Session when you do not expect to support the
user in the future. Attended Internet Sessions last only as long as the active connection. When the session
ends, the connection with the remote host is lost.

1. Launch the Mini Remote Control application that is installed on your computer.
2. Select File > Invite user to a remote session.

= Remote Connect “

i File | Edit View

Q‘ Connect to local or remote sessions  Enter ] & 0@ ’ Iﬂ
i| (51 Chat Alt+C lAs Delete Find | Settings Default
_||E Invite user to join remote session.p.,
L me W
Q} Mew Host... —
5 - @ Active Directony Complters
ai) MNew Folder -G Microsoft Windows Metwark
H save Alt+S  [-oli S4M Computers
-5 PMRF Peer:
% Save As,., Alt+4 - MRC Peers
3. Click Create Session.

£ Internet Session H

Internet Session allows you to help users outside your company network,
Enter Internet Session name and dick Create Session to continue.,

Internet Session name:

ser - 04/19/2017 09:26 | | Create Session

= When should I change the session name?

Settings...
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4. Click E-mail details or Copy details to Clipboard, and notify the remote user of the Internet Session

URL.
After the remote user copies the Internet Session URL into their browser, the system installs an

agent on the remote user's machine, which establishes a connection with the Central Server.
After you establish a connection with a remote user, you can use Dameware Mini Remote Control to
support users.

& user - 04/19/2017 09:26 - O

(i ,  Internet Session was created. In order to connect to an
"W’ EndUser, follow the steps below.

DameWare Server
Current Machine (Internet Proxy) End User

[— S

Waiting for End User to connect

Connection Guide:

Step 1: Send Internet Session details to End User

Internet Session Link:
https: f{fcmoyert/dwnl /20751093472

E-mail details Copy details to Clipboard

Step 2: To join the session, the End User should either didk the link,
or copy and paste the link into the browser,

Invite a remote host to an unattended session in Dameware

This topic applies to Remote Support.

Dameware provides the ability to connect and troubleshoot users' computers that are internal or external
to your network. Connections outside your firewall require that you configure the Dameware Internet Proxy
that you use to connect with users over an attended or unattended Internet Session.

Connect to a remote host through an unattended Internet Session when you expect to support the user in
the future. After a user connects through an unattended Internet Session, their computer displays on the
list of remote hosts in the Administration Console and Mini Remote Control. With an unattended Internet
Session, the connection between the Central Server and the remote host is maintained, and the status of
remote host switches between offline and online.
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1. Log in to the Administration Console as an administrator.
2. Under Internet Proxy, click Settings.

Actions
A » ? =
S ] e
et a A- [ :@
Edit Refresh License Help About
4 Central Server @}ngngs
_ Property

l;& SEEE Install ime certificate

Liw Remote Hosts Internet proxy certificate

lf_) Sessions Deployment link

% Global Hosts Internst F."rnxg.r communication type .

_ The maximum number of concurrent Internet Proxy connections

Eﬁ} Settings Maximum number of remote host connections

E_.‘D Summary The base URL for Internet sessions.
p m Internet Proxy Remote agent port forwarding communication type

@ Sessions

& Setires €—

@ Summary

In the Deployment link property, click Edit.
> Settings
Property Walue Edit

Install ime certificate P
Internet proxy certificate i
Deployment link hitps s Widwnl/advancedDownload html7dI=18Dw6G33 &7 é
Internet Proxy communication type Forward through the Central Server (default) [6132] i
The maximum number of concurrent Internet Prosoy 100 P
Maximum number of remote host connections 2500 i
The base URL for Internet sessions. hitps/lcmaoyer-It/ Vi
Remote agent port forwarding communication type Forwarding off (default) s
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4. Click Copy to clipboard, and notify the remote user of the Internet Session URL.

Edit Setting H

Below is the cument download link for deployving agents. Click Generate
u:‘}j’:u Mew Link"to expire the existing deployment link and generate a new one.
227 When a link is expired it is no longer available for new installations or

gessions. However, exdsting installations and sessions are unaffected.

Deployment link:
https:/i; idwnl/advanced Download html ?di=1800E&G33
Deployment link is also visible in Mini Remote Control console settings.
Generate new link Copy to clipboard

After the remote user copies the deployment link in to their browser, the user is prompted to install
the Internet Session agent. The agent establishes communication between the remote user's
machine and the Central Server.

How to join the Internet Session,

1. When prompted, confirm the S50 certificate.
2. Double-click the file to open it.

3. If prompted, click Run, The Internet Session agent will start autormatically, If prompted,
confirmn that you want to run the Dameware Internet Session agent,

4, Confirmn the Internet Session connection when prompted,
S, Click here if the session does not start immediately,

&, In case the session did not start, join the session manually,
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5. After the agent is installed and connects with the Central Server, click Approve for Pending

connections.

Actions

»@%X O X ?5

Approve Block Delete | Refresh  License Help About

o There are 2 remote hosts waiting for approval. = Go fo Bemote Hosts tab io approve hosts.

DameWare Server Admi|

- QH Central Server F‘EWHME
7 Online ~ W Computer name Status
I;& Users @ Dffline i b e e 3 w Approved
[y Remots Hosts @ Offline v Aoy & w Approved
@ Spazions & Online O o TT N a & Pending
. Global Hosts mm

After the connection is approved, the remote computer displays on the list of Remote Hosts in

Dameware Mini Remote Control.
You can now connect to the remote computer.

Marne [Aliaz]

-] Active Directory Computers
Eﬂ Microzoft Windows Metwark,
g SAM Computers
#-£7 PMRP Peers
#-7 MRAC Peers
=7 Saved Host List
%5 Global Hast List
@1 Personal Host List
Ell:'-_'lg Remote Host List

4

View Internet Session details in Dameware

This topic applies to Remote Support.

You can view Internet Session details, such as who opened the session, how long the session has been
open, and view the connected host. Session details vary depending on which type of session you view. If
you work in a large organization and have many technicians using Dameware, it is helpful to know who has
active Internet Sessions open. For example, there can be times when Internet Sessions do not terminate
successfully, and you are required to manually terminate the session on the Session page.
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An Internet Session enters three states during its life cycle:

« Session Created: The Internet Session enters this state after a technician initiates a session. The
Internet Session stays in this state until it connects to the Dameware Internet Proxy.

« MRC Console Connected: The Internet Session enters this state when it has connected to the
Dameware Internet Proxy, but the end user has not connected to the Internet Session.

« Live Session: The Internet Session enters this state when the end user connects to the Dameware

Internet Proxy using the Internet Session link. In this state, the technician can control the end user's
computer.

To view Internet Session details:

—_

Log in to the Dameware Administration Console as an administrator.

N

In the Internet Proxy area, click Sessions.

w

. To locate an Internet Session, sort by the UserName or Sessionld column.

(i) The user name is the name of the technician who initiated the Internet Session.

4. Click a session, and review its details.

Actions
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Beyond getting started

After you have completed this Getting Started Guide, access the following resources, as needed:
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« Dameware documentation

« Dameware knowledge base

« Dameware training videos

« Dameware case studies

« Dameware white papers

« Dameware product videos
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https://support.solarwinds.com/Success_Center/DameWare_Remote_Support_Mini_Remote_Control/DameWare_Remote_Support_and_Mini_Remote_Control_Documentation
https://support.solarwinds.com/Success_Center/DameWare_Remote_Support_Mini_Remote_Control
http://www.dameware.com/resources/training-videos
http://www.dameware.com/resources/case-studies
http://www.dameware.com/resources/white-papers
http://www.dameware.com/resources/product-videos
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